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VMware Carbon Black App Control Advanced Administrator

This one-day course teaches you how to configure and scope the rules within
VMware Carbon Black® App Control™ product to maintain the system according
to your organization’s security posture and organizational policies. Additionally,

this course covers troubleshooting both the server and the agent for Carbon Black

App Control and how to identify issues that impact normal operations. This
course provides an in-depth, technical understanding of the Carbon Black App
Control product through comprehensive coursework and hands-on scenario-
based labs.

Kursinhalt

e Course Introduction

¢ Custom Rules Basics

¢ Custom Rules Best Practices

* Rule Types

¢ Optimizing Custom Rules

¢ Event Rules

* Troubleshooting Considerations
e Server Capabilities

¢ Agent Capabilities

Sie erhalten englischsprachige Unterlagen von VMware als E-Book.

Zielgruppe
System administrators and security operations personnel, including analysts and
managers

Voraussetzungen
This course requires completion of one following course:
¢ VMware Carbon Black App Control Administrator

Stand 27.04.2024
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Dieser Kurs im Web
Al i[m] Alle tagesaktuellen Informationen
n {t. und Moglichkeiten zur Bestellung
.'.a'l- finden Sie unter dem folgenden Link:
. www.experteach.de/go/VBAA

Vormerkung

Sie konnen auf unserer Website einen Platz
kostenlos und unverbindlich fiir 7 Tage reservieren.
Dies geht auch telefonisch unter 06074 4868-0.

Garantierte Kurstermine

Fir Ihre Planungssicherheit bieten wir stets eine
groRe Auswahl garantierter Kurstermine an.

lhr Kurs maBgeschneidert
Diesen Kurs kénnen wir fiir lhr Projekt exakt an
Ihre Anforderungen anpassen.

Training Preise zzgl. MwsSt.
Termine in Deutschland 1Tag €795,-
Online Training 1Tag €795,-

Termine auf Anfrage
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Inhaltsverzeichnis
VMware Carbon Black App Control Advanced Administrator

1 Course Introduction
¢ Introductions and course logistics
e Course objectives

2 Custom Rules Basics

* Execute / Write action rules
e Precedence

* Paths

3 Custom Rules Best Practices
¢ Rule Triad
¢ Rule multiplication

4 Rule Types
e Custom rule type overview

5 Optimizing Custom Rules
¢ Evaluating events

6 Event Rules
e Creating and editing
¢ Testing before implementing

7 Troubleshooting Considerations
e Server versus agent issues

8 Server Capabilities
¢ Tools, logs, common issues, scenarios

9 Agent Capabilities
¢ Tools, logs, common issues, scenarios
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ExperTeach Gesellschaft fiir Netzwerkkompetenz mbH
Waldstr. 94 - 63128 Dietzenbach - Telefon: +49 6074 4868-0 - Fax: +49 6074 4868-109 - infog@experteach.de - www.experteach.de



