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Dieser fiinftagige, praxisnahe Kurs vermittelt Ihnen das Wissen, die Fahigkeiten Dieser Kurs im Web

und die Tools, um Kompetenz bei der Konfiguration, dem Betrieb und der
Fehlerbehebung von VMware NSX® fiir intrinsische Sicherheit zu erlangen. In
diesem Kurs werden alle Sicherheitsfunktionen von NSX vorgestellt, einschlieBlich
Distributed Firewall und Gateway Firewall, Intrusion Detection and Prevention

L.[m] Alle tagesaktuellen Informationen

fr] und Méglichkeiten zur Bestellung
q finden Sie unter dem folgenden Link:
1 www.experteach.de/go/VNIS

(IDS/1PS), NSX Application Platform, NSX Malware Prevention, VMware NSX® Vormerkung

Intelligence™ und VMware NSX® NDR™. Dariiber hinaus werden in diesem Kurs Sie konnen auf unserer Website einen Platz
haufige Konfigurationsprobleme vorgestellt und eine Methodik zu deren kostenlos und unverbindlich fiir 7 Tage reservieren.
Behebung vermittelt. Dies geht auch telefonisch unter 06074 4868-0.

Garantierte Kurstermine
Fir Ihre Planungssicherheit bieten wir stets eine
groRe Auswahl garantierter Kurstermine an.

Kursinhalt
¢ Course Introduction
e Security Basics

¢ VMware Intrinsic Security lhr Kurs maRgeschneidert
* Implementing Zero-Trust Security Diesen Kurs kdnnen wir fir Ihr Projekt exakt an
e User and Role Management Ihre Anforderungen anpassen.

e Distributed Firewall

* Gateway Security

¢ Operating Internal Firewalls

* Network Introspection

¢ Endpoint Protection

¢ Intrusion Detection and Prevention
* NSX Application Platform

¢ NSX Malware Prevention

o NSX Intelligence and NSX NDR

Sie erhalten englischsprachige Unterlagen von VMware als E-Book.

Zielgruppe
e Experienced Security Administrators

Voraussetzungen
Dariiber hinaus sollten Sie iiber die folgenden Kenntnisse verfiigen:

* gute Kenntnisse von TCP/IP-Diensten und -Protokollen

¢ Kenntnisse und praktische Erfahrung im Bereich der Netzsicherheit, einschlieflich:
e |2 bis L7 Firewalling

e Systeme zur Erkennung und Verhinderung von Eindringlingen

e Systeme zur Verhinderung von Malware

e Kenntnisse von und Arbeitserfahrung mit VMware vSphere®-Umgebungen

Der Abschluss VMware Certified Technical Associate - Network Virtualization wird
empfohlen.

Training Preise zzgl. MwsSt.
Termine in Deutschland 5 Tage € 3.440,-
Online Training 5Tage €3.440,-

Termine auf Anfrage
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Inhaltsverzeichnis

VMware NSX for Intrinsic Security 4.x

1 Course Introduction
¢ Introduction and course logistics
o Course objectives

2 Security Basics

¢ Define the concepts related to information security
¢ Explain the different types of firewalls and their
use cases

o Describe the operation of IDS/IPS

¢ Differentiate between Malware Prevention
approaches

3 VMware Intrinsic Security

¢ Define the VMware intrinsic security strategy

o Describe the VMware intrinsic security portfolio
¢ Explain how NSX aligns with the intrinsic security
strategy

4 Implementing Zero-Trust Security

o Define Zero-Trust Security

o Describe the five pillars of a Zero-Trust architecture
¢ Define NSX segmentation and its use cases

¢ Describe the steps needed to enforce Zero-Trust
with NSX segmentation

5 User and Role Management

¢ Integrate NSX and VMware Identity Manager™
¢ Integrate NSX and LDAP

¢ Describe the native users and roles in NSX

o Create and assign custom user roles

¢ Explain object-based RBAC in a multitenancy
environment

6 Distributed Firewall

o Configure Distributed Firewall rules and policies

o Describe the NSX Distributed Firewall architecture
¢ Troubleshoot common problems related to NSX
Distributed Firewall

o Configure time-based policies

o Configure Identity Firewall rules

o Configure the distributed firewall to block
malicious IPs

7 Gateway Security
 Configure Gateway Firewall rules and policies
¢ Describe the architecture of the Gateway Firewall
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¢ |dentify and troubleshoot common Gateway
Firewall issues

o Configure TLS Inspection to decrypt traffic for both
internal and external services

o Configure URL filtering and identify common
configuration issues

8 Operating Internal Firewalls

o Use VMware Aria Operations for Logs and VMware
Aria Operations for Networks to operate NSX
firewalls

¢ Explain security best practices related to grouping,
tagging, and rule configuration

9 Network Introspection

o Explain network introspection

o Describe the architecture and workflows of
north-south and east-west service insertion

¢ Troubleshoot north-south and east-west service
insertion

10 Endpoint Protection

¢ Explain endpoint protection

o Describe the architecture and workflows of
endpoint protection

¢ Troubleshoot endpoint protection

11 Intrusion Detection and Prevention

o Describe the MITRE ATT&CK framework

o Explain the different phases of a cyber attack

¢ Describe how NSX security solutions can be used
to protect against cyber attacks

o Configure and troubleshoot Distributed IDS/IPS
o Configure and troubleshoot North-South IDS/IPS

12 NSX Application Platform

¢ Describe NSX Application Platform and its use
cases

¢ |dentify the topologies supported for the
deployment of NSX Application Platform

¢ Deploy NSX Application Platform

¢ Explain the NSX Application Platform architecture
and services

o Validate the NSX Application Platform deployment
and troubleshoot common issues
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13 NSX Malware Prevention

o |dentify use cases for NSX Malware Prevention

o |dentify the components in the NSX Malware
Prevention architecture

o Describe the NSX Malware Prevention packet flows
for known and unknown files

¢ Configure NSX Malware Prevention for east-west
and north-south traffic

14 NSX Intelligence and NSX NDR

¢ Describe NSX Intelligence and its use cases

¢ Explain NSX Intelligence visualization,
recommendation, and network traffic analysis
capabilities

¢ Describe NSX NDR and its use cases

¢ Explain the architecture of NSX NDR in NSX

¢ Describe the visualization capabilities of NSX NDR
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